August 2009 Page 1

Larry’s
news_LETTER

Learn to read the obscure WindowsUpdate.log file

Every moment your computer is on, a nearly undocumented Microsoft file —
WindowsUpdate.log — maintains a record of your system's patching activity.

Making sense of the information in this update log can be a challenge, but I'll show
you how you can use it to learn the inside story of your PC's update history.

The WindowsUpdate.log file can help us determine why Windows sometimes runs
"forced patches" at shutdown time — displaying none of the expected notifications
that patches are available.

Microsoft's text file can appear indecipherable at first glance, but at least it's easy to
locate. On any Windows computer, browse to the C:\Windows folder to find
WindowsUpdate.log. Note: To access this file, you may need to click Show the
files in the right pane.

(In XP, you may see a second file named Windows Update.log. One file has a
space in its name and the other doesn't. The one with the space is for an

earlier version (V4) of the Windows Update engine. The log file without the space is
the newer format and is the one you want to open.)

Open the file in Notepad or your default text editor. Make sure you start at the

very top of the file. Depending on how recently and frequently a computer has

been used, the log file may record activity going back several months or only a
month or two. (See FFigure 1.

P WindowsUpdate.log - Notepad
Ele Edit Format Yiew telp

AL setting next detection Timeout To 2009-06-18 07:36:49 &
setting &0 scheduled install time to 2009-08-18 10:00:00
REFORT EVENT: {ZBSDDGB4-3BEE-4395-BOAC-BD7O733018056)
REPORT EVENT: {ABSEODBG-7428-47D02-ATER-TEBCIC2IZB00}
uploading 2 events using cached cookie, reporting URL = &

Figure 1. The WindowsUpdate.log file in the C:\Windows folder records your
system's update activity.

First, look for the start of the log. This records the computer's settings when it
boots up and describes some of the computer's components. The following is a
shippet from the top of one such file (each line of the file begins with a date and
time stamp):
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2009-02-24 23:07:27:325 1052 46¢c AU ###H##H#H###H# AU: Initializing Automatic Updates
HtHH AR 2009-02-24 23:07:27:341 1052 46¢c AU AU setting next detection timeout
to 2009-02-25 07:07:27 2009-02-24 23:07:27:356 1052 46¢c AU # Approval type: Scheduled
(User preference) 2009-02-24 23:07:27:356 1052 46¢ AU # Scheduled install day/time:
Every day at 3:00 2009-02-24 23:07:27:356 1052 46¢c AU # Auto-install minor updates: Yes
(User preference)

In line 3, the cryptic phrase "Approval type: Scheduled (User preference)" means
that back on Feb. 24 — the farthest back this particular log file goes — the
computer was configured to update automatically. As you'll see, this factoid can
be useful to us.

Whenever you or some third-party application changes the PC's update settings,
the information is recorded in the WindowsUpdate.log file, as shown below:

2009-07-03 19:01:30:531 1120 2cc AU ##H#H#H#H#H##### AU: Setting new AU options
iR 2009-07-03 19:01:30:547 1120 2cc AU Setting AU Approval Type to 2
2009-07-03 19:01:30:547 1120 2cc AU # Policy changed, AU refresh required = No 2009-07-
03 19:01:30:547 1120 2cc AU # Approval type: Pre-download notify (User preference) 2009-
07-03 19:01:30:547 1120 2cc AU AU settings changed through User Preference.

Line 2 indicates that on July 3, | changed the machine's setting for Automatic
Updates (AU) to Notify me but don't automatically download or install them.
Interestingly, the log file describes this as "Setting AU Approval Type to 2." Most
Windows users, by contrast, consider this to be Option 3 in the AU dialog box.
(See Figure 2.)

Automatic Updates gl

Automastic Updates |

\ B Help protect your PC

Windowes can regularly check For impoetant updates snd instel them For you.
{ Turning on Automatic Updates may actomatically update Windowes Update
software first, before any other updates.)

() Automatic (recommended)

Automaticaly dovwnlosd recommended updates for oy
competer and install them

(O Dowerdoad updates for me, but kst me chooss when Lo install theem.,
(&) botFy me but don't automatically dowanload or install them.

() Turn of F Automatic Updates.
Your computer will be more vulnerable unless you instal
updates regularhy.
Irestall updates From the Windows Update Web site.

L ox J | cancet |

Figure 2. The WindowsUpdate.log file calls it "2," but it corresponds to
Option 3 in the Automatic Updates dialog box.
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4 means Automatic: 3 means Download but let me choose when to install;
2 means Notify me but don't download or install; 1 means Turn off Automatic

Updates.

Most important is the fact that the log file clearly records when a change was
made to this setting. If patches started automatically installing, but you thought
you'd made your PC require your permission, you can scan the log file to see
whether your setting was changed — and possibly by whom or what.

Tracking the source of an AU settings change

When you install third-party antivirus software, the program's setup routine may
change the AU setting to "fully automatic" without letting you know.

When this happens, the log file indicates that the change was made by the user,
even though you may not have understood — nor even had a clue — that the
change had been made.

Still, locating these change entries in the log file can help you relate a software
installation to the alteration of the machine's AU setting. At the very least, this lets
you eliminate other causes for the switch.

How can you find out whether patches will be installed the next time you shut
down your PC? An example of such a situation is shown in the following snippet.

Near the bottom of the WindowsUpdate.log file for my test system — which is
set to "notify me" — four patches are identified as ones that will be installed
automatically at shutdown time. This doesn't mean that the four patches have
been downloaded yet — merely that they're ready to be approved by the user.
The entries that provide this information are as follows (notice "4 updates for
install at shutdown" in line 1):

® 2009-07-09 21:38:48:625 1112 4e0 AU AU found 4 updates for install at shutdown 2009-07-
09 21:38:48:656 1708 6d8 Misc =========== Logging initialized (build: 7.2.6001.788,
tz: -0700) =========== 2009-07-09 21:38:48:656 1708 6d8 Misc = Process:
C:\WINDOWS\Explorer.EXE 2009-07-09 21:38:48:656 1708 6d8 Misc = Module:
C:\WINDOWS\system32\wuaueng.dll 2009-07-09 21:38:48:656 1708 6d8 Shutdown Install
at shutdown: found updates to install

The tricky part is confirming that your log file corresponds to the update alerts you
expect to see. On my test XP PC, the yellow Windows-patch icon does show up
in the notification area. (In Vista, the update-alert icon is bluish-green). If | click
the icon to view the available patches, | see five updates listed. Funny — these
aren't the same as the four that the log file
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Figure 3. The WindowsUpdate.log file indicates that four updates are ready to be
installed, but the selection window shows five different updates pending.

Why does the update dialog box show that Internet Explorer 8 will be installed in addition
to the patches described in KB articles 961501, 963093, 969898, and 8908307

The discrepancy relates to the difference between patches being offered via Windows
Update and those Microsoft is pushing.

At this writing, IE 8 is being offered as an update rather than being pushed. It may look to
you as though IE 8 is going to be installed automatically. But as of today, it will install
only if you select it. It will also install if you view available updates — as on my test XP
PC — and fail to uncheck the IE 8 option.

Unless you read Microsoft blogs every day for fun, it's difficult to track the critical security
patches — the ones being pushed — and the less-critical updates that are merely being
offered.

When you choose the "notify me" option in AU, the update process is supposed to show
an alert icon in Windows' notification area. You can click this icon to open a window in
which you approve specific updates prior to installing
any of them. Turn off computer
What if you shut down a PC without clicking the icon
to select available updates? In that case, you should
see a link that lets you shut down without installing
patches this time around. (See Figure 4.)

ry The Computer Guy




August 2009 Page 5 Larry

Larry’'s -
newsLETTER =

ry The Computer Guy

Figure 4. The XP shutdown screen indicates that important patches will be in-
stalled when you turn off the system.

In the WindowsUpdate.log file, the following line represents the presence of the
"install-at-shutdown" warning:

® 2009-07-09 21:38:48:656 1708 6d8 Shutdown Install at shutdown: found updates to install
This line means Windows will display in its shutdown dialog box an option to control
the installation of patches. To shut down without installing the pending patches — in
case you want to research them further, for instance — you must choose Click here
to turn off without installing updates. If you fail to select that option but instead

click the normal Turn Off button, the updates will install automatically as the system
shuts down.

A bug in the update process has been noted by many responsible observers. For
some reason, Microsoft's usual "patches will be installed" indicators — the one in the
notification area and the one on the shutdown screen — sometimes don't function
properly. This occurs more frequently when Microsoft "throttles" its download serv-
ers, such as with the particularly large number of updates released on Patch Tues-
day, June 14, 2009.

| hope my explanation of the update log will help you identify any mysterious behav-
ior you may have experienced. Many individuals and companies must ensure that
needed updates aren't installed before testing is completed for negative side-effects.

If a PC suddenly updates itself when it wasn't supposed to, WindowsUpdate.log
can show you which settings were changed and when.

Article by Susan Bradley, WindowsSecrets.com
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